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(57) Abstract: 

PURPOSE: To prevent a portable radio terminal from 
being illegally used by providing a means for erasing 
internal data after the completion of backup copy. 

CONSTITUTION: A portable radio terminal 11 judges the 
illegal use of the terminal and transmits an illegal use 
report message to an information center 13. At the 
information center 13, a system data dump request 
message is transmitted for the backup copy of internal 
data in the portable radio terminal 11. On the side of 
the portable radio terminal, the transmission of 
internal data is started after the system data dump 
request message was transmitted. These system data of 
the portable radio terminal 1 1 are sent every packet as 
unit and at the information center 13, a reception 
confirm message is transmitted to the portable radio 
terminal 11 for every packet. After the completion of 
backup copy, the information center 13 transmits a 
system lock request message to the portable radio 
terminal 1 1 . At the portable radio terminal 1 1 , a system 
lock complete message is transmitted, the internal data 



are erased, and the portable radio terminal 1 1 is turned 
to be in an unusable state and locked. 
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ABSTRACT OF THE DISCLOSURE 
Purpose 

The invention aims at preventing a radio portable 
terminal lost or stolen from being used fraudulently by any one 
other than its owner, thus improving security. 
Configuration 

The invention has such a configuration that if a password 
for activating a radio portable terminal is input fraudulently 
a regulated number of times, an information center managing the 
radio portable terminal is automatically notified of fraudulent 
use thereof, whereupon the radio portable terminal encrypts 
data stored therein and dumps it to the information center, 
where the encrypted data is copied as back-up data and then all 
deleted in the radio portable terminal. 

[0007] 

Means for Solving the Problems 

To achieve the above-mentioned object, a first embodiment 
of the invention provides a system for preventing fraudulent 
use of a radio portable terminal registered in an information 
center to thereby receive a service therefrom, including an 
input means provided at the radio portable terminal for 
inputting a password, a transmission means provided to the radio 
portable terminal for notifying the information center of a fact 
that the password is input fraudulently a predetermined number 
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of times, a means for creating a backup copy of internal data 
of the radio portable terminal based on an instruction from the 
information center, and a means for erasing the internal data 
after its backup copy is created. 
[0008] 

A second embodiment of the invention provides a system 
for preventing fraudulent use of a radio portable terminal 
registered in the information center to thereby receive a 
service therefrom, including an input means provided to the 
radio portable terminal for inputting a password, a detection 
means provided to the information center for detecting that the 
password is input fraudulently a predetermined number of times, 
a means for creating a backup copy of internal data of the radio 
portable terminal in a memory of the information center based 
on an instruction therefrom, and a means for erasing the 
internal data after its backup copy is created. 
[0009] 

A third embodiment of the invention provides a method for 
preventing fraudulent use of a radio portable terminal 
registered in the information center to thereby receive a 
service therefrom, including the steps of inputting a password 
through an input means of the radio portable terminal, notifying 
the information center of a fact that the password is input 
fraudulently input a predetermined number of times, creating 
a backup copy of internal data of the radio portable terminal 
in a memory of the information center based on an instruction 
therefrom, and erasing the internal data after the backup copy 
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is created. 
[0010] 

A fourth embodiment of the invention provides a method 
for preventing fraudulent use of a radio portable terminal 
registered in the information center to thereby receive a 
service therefrom, including the steps of inputting a password 
through an input means of the radio portable terminal, detecting, 
at the information center, a fact that the password is input 
fraudulently a predetermined number of times, creating a backup 
copy of internal data of the radio portable terminal in a memory 
of the information center based on an instruction therefrom, 
and erasing the internal data after the backup copy is created. 
[0011] 

In addition to the four basic embodiments described above, 
the invention gives the following embodiments also. First, the 
radio portable terminal fraudulent use preventing method 
according to the third or fourth embodiment is provided in which 
when a backup copy is created, a message requesting for dumping 
of system data transmitted from the information center to the 
radio portable terminal contains key data required to encrypt 
the system data of the radio portable terminal. 
[0012] 

Also, the radio portable terminal fraudulent use 
preventing method according to the third or fourth embodiment 
is provided in which the internal data of the radio portable 
terminal is encrypted using an encryption key sent from the 
information center. 
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[0013] 

Further, the system data of the radio portable terminal 
is sent in packet units, in response to which the information 
center transmits a reception confirmation message for each 
packet , 
[0014] 
Actions 

If some one other than the owner of a radio portable 
terminal uses it and, to use it, inputs a password fraudulently 
a predetermined number of times, the radio portable terminal 
posts fraudulent use to the information center, which in turn 
backs up the internal data of this terminal based on this posting 
and then transmits to this terminal a request for erasing its 
internal data, thus disabling this terminal. Thus, a stolen 
radio portable terminal can be prevented from being used 
fraudulently . 
[0015] 

Embodiments 

The following will describe in further details the 
preferred embodiments of the invention with reference to the 
drawings, FIG. 1 is an overall configuration diagram for 
showing a radio portable terminal system used in the invention, 
FIG, 2 is a block diagram for showing a hardware configuration 
of the radio portable terminal used in the invention, FIG, 3 
is a sequence diagram for showing operations of the first 
embodiment of the invention, and FIG, 4 is a sequence diagram 
for showing operations of the second embodiment of the 
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invention. 
[0016] 

First, the hardware configuration of a radio portable 
terminal used in the invention is described with reference to 
FIG. 2. 
[0017] 

The radio portable terminal includes a CPU21 for 
controlling the system as a whole , a ROM24 storing a control 
program etc., a work RAM22 used by the control program, a data 
accumulating RAM2 3 for accumulating therein such individual 
data as addresses and schedules, an indicator 25 for displaying 
information and operations, an input device 2 6 for inputting 
data, and a radio module 27 for controlling wireless 
communication. 
[0018] 

The data input through the input device 26 is accumulated 
in the accumulating RAM23. 
[0019] 

Since the data accumulating RAM23 is generally backed up 
by a battery, its contents do not disappear even when its power 
is turned OFF. To wirelessly transmit data, it is sent from 
the RAMs22 and 23 and the ROM24 through the system bus to the 
radio module 27 for transmission. 
[0020] 

Next, the overall configuration of the radio portable 
terminal system is described with reference to FIG. 1. 
[0021] 
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Suppose that some one other than the owner is trying to 
use a radio portable terminal 11 fraudulently. The radio 
portable terminal 11 is registered in and managed by an 
information center 13 so that it may be accessed through a radio 
base station 19 from the information center 13 connected to a 
cable network 14. 
[0022] 

The following will describe operations of the first 
embodiment of the invention with reference to the sequence 
diagram of FIG. 3. 
[0023] 

Suppose that some one other than the owner, in an attempt 
to use the radio portable terminal 11, tried fraudulently to 
enter its password and failed in it a system-regulated number 
of times. In this case, the radio portable terminal 11 decides 
this trial as fraudulent use of the terminal and transmits a 
fraudulent-use notification message to the information center 
13 to notify it of that [301]. 

The information center 13, when received the 
fraudulent-use notification message, transmits a system-data 
dump request message in order to copy backup data of the internal 
data of the radio portable terminal 11 [302]. 

To this message is added key data required to encrypt the 
system data of the radio portable terminal 11. Upon reception 
of this message, the radio portable terminal transmits a 
system-data dump start message and then starts transmitting its 
internal data [303]. 
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The internal data is encrypted using an encryption key 
sent from the information center 13 so that the data may not 
be intercepted illegally. 
[0024] 

The system data of the radio portable terminal 11 is sent 
in packet units to the information center 13, which in turn 
transmits a reception confirmation message to the radio 
portable terminal 11 for each packet received [304], 

When having copied the backup data, the information 
center 13 transmits a system-lock request message to the radio 
portable terminal 11. The radio portable terminal 11, upon 
reception of this message, transmits a system-lock completion 
message to then erase the internal data and locks itself in an 
unusable state [305-306]. 

FIG. 4 shows a sequence diagram of operations according 
to the second embodiment of the invention in a case where the 
side of the information center detects that the password has 
been input fraudulently a system-regulated number of times . In 
this second embodiment, use of the radio portable terminal 11 
is decided at the information center 13 on whether it is 
fraudulent, so that it is unnecessary, in contrast to the" 
above-mentioned first embodiment, for the radio portable 
terminal 11 to transmit a fraudulent-use notification message 
to the information center 13 . The other operations are the same 
as those of the first embodiment and so omitted in description. 
[0025] 

Effects of the Invention 
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As described above, by the radio portable terminal 
fraudulent-use preventing method by the invention , if some one 
other than the owner of a radio portable terminal happens to 
acquire it and, to use it, inputs an incorrect password a few 
times, the internal data of the radio portable terminal is 
erased and the terminal is put into a locked state, to thereby 
prevent him from accessing the radio network or referencing such 
internal data as addresses after the radio portable terminal 
is lost and stolen, thus preserving its security. Also, the 
internal data, prior to being erased, is copied as backup data 
in a memory of the information center which manages the terminal, 
thus facilitating recovery by the illegal user of the terminal 
when he reuses it. 
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